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THEME MOBILITY  

Identification of technology 

Passenger Name Record 

(PNR) 

 

Technology used/tool 

(For each teams, a card pro tool) 

Records in Computer Reservation System 

(CRS) 

 

Country/ use area World/US/EU/ Czech republic/   

Frame of use  Booking of air tickets, itinerary and 

personal information of a passenger, or a 

group of passengers traveling together 

by plane.  

 

Population concerned: target and 

age 

 

General population, clients of airline 

companies 

 

% of users/of young users  Unknown  

Trends (measured / supposed) 

 

(according to wikipedia1): Access and 

transfer of PNRs fall under the purview of 

European Data Protection Law. Under the 

Organisation for Economic Cooperation 

and Development (OECD) 1980 Privacy 

Guidelines, and the 1995 European Union 

Directive on data protection, PNRs may 

only be transferred to countries with 

comparable data protection laws. Also, 

law enforcement authorities are 

permitted to access the passenger data 

only on a case-by-case basis, and where 

there exists a particular suspicion. 

In the aftermath of the September 11, 

2001 attacks, the US government 

 

                                           
1 see http://en.wikipedia.org/wiki/Passenger_Name_Record 



determined that PNRs (both archived and 

real-time) were invaluable tools for 

investigating and thwarting terrorist 

attacks. Accordingly, the US government 

has sought the collection, transfer and 

retention of PNRs by the US Department 

of Homeland Security (DHS) Bureau of 

Customs and Border Protection. 

In May 2004, the US government 

negotiated the 2004 Passenger Name 

Record Data Transfer agreement (aka. 

US-EU PNR agreement) – a safe harbor 

PNR transfer agreement with the 

European Commission. Specifically, the 

European Commission deemed that the 

level of protection afforded to such PNR 

transfers would satisfy the standard of 

“adequacy” required by the 1995 EU 

Data Directive, as long as the data would 

be transferred and used solely for the 

purposes for which it was collected. 

These purposes being limited to 

“preventing and combating: terrorism 

and related crimes; other serious crimes, 

including organized crime, that are trans-

national in nature; and flight from 

warrants or custody for those crimes.” 

The US-EU-PNR agreement required 

European airlines to supply PNR data to 

US authorities within 15 minutes of a 

plane taking off. While this agreement 

was invalidated by the European Court of 

Justice in May 30, 2006 due to lack of 

legal authority, the European Council 

worked to substantively resurrect the 

agreement before the court-mandated 
deadline of September 30, 2006. 

In July 2007, a new, controversial, PNR 

agreement between the US and the EU 

was undersigned. A short time afterward, 

the Bush administration gave exemption 

for the Department of Homeland 

Security, for the Arrival and Departure 

System (ADIS) and for the Automated 

Target System from the 1974 Privacy 

Act, raising concerns from Statewatch 

about the protection of EU citizens' data. 

In February 2008, Jonathan Faull, the 

head of the EU's Commission of Home 

Affairs, complained about the US bilateral 

policy concerning PNR. The US had 

signed in February 2008 a memorandum 

of understanding (MOU) with the Czech 

Republic in exchange of a VISA waiver 

scheme, without concerting before with 

Brussels. The tensions between 

Washington and Brussels are mainly 

caused by a lesser level of data 



protection in the US, especially since 

foreigners do not benefit from the US 

Privacy Act of 1974. Data privacy in the 

EU is regulated by the Directive 

95/46/EC on the protection of personal 

data, and the US Safe Harbor 

arrangement made to converge with 

European norms is still being 

controversed for alleged lack of 

protection. 

Known  or potentials dangers /Risks PNR will typically contain much more 

information of a sensitive nature. This 

will include the passenger’s full name, 

date of birth, home and work address, 

telephone number, e-mail address, credit 

card details, as well as the names and 

personal information of emergency 

contacts. 

Designed to “facilitate easy global 

sharing of PNR data,” the CRS-GDS 

companies “function both as data 

warehouses and data aggregators, and 

have a relationship to travel data 

analogous to that of credit bureaus to 

financial data.”. A canceled or completed 

trip does not erase the record since 

“copies of the PNRs are ‘purged’ from live 

to archival storage systems, and can be 

retained indefinitely by CRSs, airlines, 

and travel agencies.” Further, CRS-GDS 

companies maintain web sites that allow 

almost unrestricted access to PNR data – 

often, the information is accessible by 

just the reservation number printed on 
the ticket. 

Additionally, “[t]hrough billing, meeting, 

and discount eligibility codes, PNRs 

contain detailed information on patterns 

of association between travelers. PNRs 

can contain religious meal preferences 

and special service requests that describe 

details of physical and medical conditions 

(e.g., “Uses wheelchair, can control 

bowels and bladder”) – categories of 

information that have special protected 

status in the European Union and some 

other countries as “sensitive” personal 

data.” Thus, PNRs can reveal where 

you’re from, where you went with whom, 

for how long, and at whose expense. 

Despite the sensitive character of the 

information they contain, PNRs are 

generally not recognized as deserving the 

same privacy protection afforded to 

medical and financial records. Instead, 

they are treated as a form of commercial 

 

                                           
2 http://www.dhs.gov/xlibrary/assets/privacy/privacy_pnr_report_20081218.pdf 



transaction data.  

There is no proper control over handling 

with a PNR transfered to the US 

Department of Homeland Security (DHS). 

Report of the The Privacy Office of the 

U.S. Department of Homeland Security 

(DHS) of the December 2008 shows a 

number of major disfunctionalities that 

proves the DHS did not comply with the 

EU agreement or with the US legislation 

in its use of PNR, that includes data from 

Europeans that travel to US.2  

Others Adoption of PNR data transfer 

agreements shows lack democratic 

proceedures and oversight. In case of the 

Czech republic none of the PNR 

agreement with the US was so far 

approved by the Czech parliament, 

transfers are hovewer being carried out. 

During the preparation of the 

agreements objections of DPA were 

routinely ignored.3 

 

Generated data bases    

Associated data base/ creation 

(a line pro database) 

From a technical point, there are five 

parts of a PNR required before the 
booking can be completed. They are: 

• The name of the passenger(s). 

• Contact details for the travel 

agent or airline office. (While a 

booking can have more than one 

contact number, it must have at 

least one, and it is standard 

practice for the agency or airline 

office to be listed first). 

• Ticketing details, either a ticket 

number or a ticketing time limit. 

• Itinerary of at least one segment, 

which must be the same for all 

passengers listed. 

• Name of the person making the 

booking. 

Once the booking has been completed to 

this level, the CRS system will issue a 

unique alpha-numeric record locator, 

which will remain the same regardless of 

any further changes made (except if a 

multi-person PNR is split). The airline(s) 

involved will also issue their own 

 

                                           

3 Czech government accepts the new PNR agreement with reservations, EDRigram 1. 

August 2007, http://www.edri.org/edrigram/number5.15/czech-pnr-reservations 

 



references, which will remain as a note in 
the booking.4 

While the above list is the minimum 

requirement, there is a considerable 

amount of other information required by 

both the airlines and the travel agent to 
ensure efficient travel. These include: 

• Fare details, and any restrictions 

that may apply to the ticket. 

• The form of payment used, as this 

will usually restrict any refund if 

the ticket is not used. 

• Further contact details, such as 

agency phone number and 

address, additional phone contact 

numbers at passenger address 

and intended destination. 

• Age details if it is relevant to the 

travel, eg, unaccompanied 

children or elderly passengers 

requiring assistance. ** this must 

be added at the time the name is 

stored during step one above*** 

• Frequent flyer data. 

• "Special Service Requests" (SSR) 

such as special meal 

requirements, seating 

preferences, wheelchairs, and 

other similar requests. 

• "Optional Services instruction" 

(OSI), comments which are 

passed onto the passenger 

manifest, enabling ground-staff 

and flight crew to see special 

information about the passenger 

such as 'Pilot's Wife' or "Partner 

VIP" or "The company's CFO must 

have seat 2A". OSI messages are 

also used by the airline to re-

transmit passenger information 

back to the booking agent so it is 
visible to both entities. 

In more recent times, many 

governments now require the airline to 

provide further information included to 

assist investigators tracing criminals or 
terrorists. These include: 

• Passengers' gender 

• Passport details- nationality, 

number, and date of expiry. 

• Date and place of birth. 

                                                                                                                                    
4 according to wikipedia entry http://en.wikipedia.org/wiki/Passenger_Name_Record 
5 according to wikipedia entry http://en.wikipedia.org/wiki/Passenger_Name_Record 
6 Letter from United States to the Council of European Union (2007 Letter), see 

http://www.dhs.gov/xlibrary/assets/privacy/privacy_pnr_report_20081218.pdf 



• WatchList exclusion number 5 

DHS creates databases of its own from 

the data on airline passengers 

transmitted according to EU- USA PNR 

agreements. DHS retains EU PNR data in 

an active analytical database for seven 

years, after which time the data will be 

moved to dormant, non-operational 

status. Data in dormant status will be 

retained for eight years and may be 

accessed only with approval of a senior 

DHS official designated by the Secretary 

of Homeland Security and only in 

response to an identifiable case, threat, 

or risk.6  

What justifies the inscription in the 

file /Risks? 

PNR data serves for booking and other 

services of airline companies and air 

ticket dealers companies.  

Department of Homeland Security (DHS) 

and U.S. Customs and Border Protection 

(CBP) declare they are operating 

Automated Targeting System (ATS) and 

System of Records Notice (SORN) 

containing PNR dato to : screen 

individuals traveling to and from the 

United States for the purpose of 

preventing and combating: (1) terrorism 

and related crimes; (2) other serious 

crimes, including organized crime, that 

are transnational in nature; and (3) flight 

from warrants or custody for crimes 

described above. PNR may be used 

where necessary for the protection of the 

vital interests of the data subject or 

other persons, or in any criminal judicial 

proceedings, or as otherwise required by 

law.
7
 

 

Purposes /contents, main data 

included / Risks?  

See above  

File masters? Risks? 

 

US Customs and Border Protection and 

Department of Homeland Security 

 

Who accesses the files/ Sharing of 

the data base? Access limits? /Risks 

Employees of air ticket booking agencies.  

Broad scale of US security personel  - 

System of Records Notice (SORN) for the  

Automated Targeting System (ATS)is 

subject to the Privacy Act of  

1974, as amended. ATS is an 

enforcement screening tool consisting of 

six separate components, all of which 

rely substantially on information  

in the Treasury Enforcement 

Communications System (TECS). PNR 

 

                                           
7 Letter from United States to the Council of European Union (2007 Letter), see 

http://www.dhs.gov/xlibrary/assets/privacy/privacy_pnr_report_20081218.pdf 



data represents only one of many 

segments of it.8 

Data retention delays/ risks 

Right to be forgotten 

See column Associated data base/ 

creation 

 

Rights to know or to modify data?  

 

„A detailed analysis by the Identity 

Project in the US shows the specific DHS 

compliance failings resulted from the 
report:  

- Requests for PNR data have typically 

taken more than a year to answer - 

many times longer than the legal time 

limits in the Privacy Act and Freedom of 
Information Act;  

- When individuals have requested "all 

data" about them held by the DHS, often 

they have not been given any of their 
PNR data;  

- Because of this, the vast majority of 

requesters who should have received 
PNR data did not;  

- PNR data has been inconsistently 

censored before it was released;  

- A large backlog from the initial requests 

for PNR data remains unanswered, more 
than a year later.  

The results of the report are in line with 

the findings of the earlier reports of the 

Identity Project that revealed the 

practical problems in accessing your PNR 

data with the DHS. These problems are 

the same that the European citizens 

might face in getting access to their data 
from DHS  

A clear example is the last year request 

from MEP Sophia In 't Veld to get her 

PNR information - a request which 

received a first false claim from DHS that 

they didn't have any record of her 

trip.The MEP finally received her PNR 

data after EFF lawyers filed a Federal 

lawsuit on her behalf, but the data was 

late, clearly incomplete, and 

inconsistently and inappropriately 

redacted, according with a well-known 

PNR expert, Edward Hasbrouck.“9 

 

                                                                                                                                    
8 Automated Targeting System (ATS) System of Records Notice see 

http://www.dhs.gov/xlibrary/assets/privacy/privacy_pnr_report_20081218.pdf 

9 DHS Report shows lack of compliance with the EU-US PNR agreement , EDRigram 14. 

January 2009, http://www.edri.org/edri-gram/number7.1/pnr-dhs-report 



Covert purposes/ 

Risks/uncontrolled future evolution 

US authorities acknowledge they use EU 

PNR data to profile airline passengers. 

Mechanisms and impacts of such profiling 

on rights of the persons affected is 

unclear. US authorities may share EU 

PNR data with a third countries “after 

consideration of the recipient's intended 

use(s) and ability to protect the 

information. »10 EU authorities do not 

have any possibility to influence such 

considerations nor effective control 

mechanisms over the extend, character 

and purpose of transfer of EU PNR data 

to the third countries from the US 

authorities databases. 

 

Others (interconnections…) The US programme of PNR data retention 

and procession inspired some of the 

goverments of EU member states and 

European Commission to propose EU-

PNR scheme - framework decision. 

Original proposal was debated by 

member states, subject to the critical 

comments of the European Union 

Fundamental Rights Agency (FRA)11 and 

changed into Proposal for a Council 

Framework Decision on the use of 

Passenger Name Record (PNR) for law 

enforcement purposes proposed by 

Council of the European Union on 17 

April 2009.12 

 

Legislation in application   

Law /rules / others (?) 

(implemented for this data base or this 
technology)  

Czech parliament didnot so far voted for 

any US EU PNR agreement. Czech 

government approved the new PNR 

agreement prepared by the European 

Commission with the US Department for 

Homeland Security (DHS) in 2007 with 

signficant reservations.13
 

 

Risks for freedoms despite the law EU – US is violating EU data protection 
regulations according to European Data 
Protection Supervisor, Peter Hustinx14 and 
European Parliament15  

 

If revision of the regulation: 

reasons? Result: improvement or 

aggravation (compared to the 

protection of the DP) 

Revision of the regulation necessary  

                                           
10 Letter from United States to the Council of European Union (2007 Letter), see 

http://www.dhs.gov/xlibrary/assets/privacy/privacy_pnr_report_20081218.pdf 
11 see see PNR: Opinion of the Fundamental Rights Agency 

http://www.statewatch.org/news/2008/oct/ep-pnr-opinion-fra.pdf 
12 see http://www.statewatch.org/news/2009/apr/eu-pnr-council-5618-rev1-09.pdf 
13 Czech government accepts the new PNR agreement with reservations, EDRigram 1. 

August 2007, http://www.edri.org/edrigram/number5.15/czech-pnr-reservations 
14 see Hustinx letter to the German Council Presidency of 27 June 2007, 

http://www.statewatch.org/news/2007/jun/eu-us-pnr-hustinx-letter.pdf 
15 http://www.statewatch.org/news/2007/jul/04ep-pnr-resolution.htm 



Conformity with the European right 
(Charter of fundamental rights, directives…) 

Practice might contravene: Convention 

for the Protection of Individuals with 

regard to Automatic Processing of 

Personal Data (Council of Europe, CETS 

No. 108), The Czech Republic ratified the 

Convention CETS No. 108 on 9 July 2001 

and it entered into force in the Czech 

Republic on 1 November 2001 and also 

Directive 95/46/EC of the European 

Parliament and of the Council of 24 

October 1995 on the protection of 

individuals with regard to the processing 

of personal data and on the free 

movement of such data. 

 

Implementation (or not) of the 
legislation? / Risks 

Being implemented  

Others   

This tools and young public or 

young adults  

  

How far are young people 

concerned? 

Proportion of youngsters in databases 

not revealed 

 

Awareness of issues or of risks  None research done into the issue of 

awareness of youth in this matter/ Low 

 

Indifference or reaction None significant reaction  

Awareness campaigns/ results  Campaign by Iuridicum Remedium was 

supported by critical stance of some of 

the czech parliamentarians towards US - 

EU PNR agreements and plans of  

 

Good practises    

Campaign to be led.  On which 

themes? 

Awareness campaign on risk of 

uncontrolled proliferation of personal 

data via PNR systems and agreements 

 

Others   

Conclusions Practice of the PNR data exchange with 

the US and adoption of related regulation 

bypassed in the czech republic 

democratic legislation process, avoided 

public debate and expert examination, 

 

Recommendations  According to Peter Hustinx, the European 

Union's Data Protection Supervisor US EU 

PNR agreements and practice should be 

accompanied by guarantees that the 

individuals whose data are exchanged 

may examine the exchange process and 

correct eventual mistakes. US and EU 

should be allowed to share individual 

personal data in criminal cases, only if 

people can take the authorities to court 

when they are wronged. According to 

Hustinx : "Strong redress mechanisms, 

including administrative and judicial 

remedies, should be available to all 

 



individuals, irrespective of their 

nationality."16 

Possible future EU PNR Framework 

decision should fulfill recommendation of 

FRA.17  

   

   

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
 

Podpořili nás: 

                                                                                                     

                     Ministerstvo práce a sociálních věcí          Trust for Civil Society in Central & Eastern Europe                     Open Society Fund Praha        

       
                                                                                    Podpořeno grantem z Islandu, Lichtenštejnska a Norska v rámci 

                                                                                                                                         Finančního mechanismu EHP a Norského finančního mechanismu 

                                                                                                                                          prostřednictvím Nadace rozvoje občanské společnosti. 

                                           

16 The EDPS' opinion on the US-EU data exchange agreement, EDRigram of 19. 

November 2008, http://www.edri.org/edri-gram/number6.22/us-eu-data-edps 

 
17 see PNR: Opinion of the Fundamental Rights Agency 

http://www.statewatch.org/news/2008/oct/ep-pnr-opinion-fra.pdf 


